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. MapkaToB

Monutrka MHopMaLMOHHON 6e30NacHOCTN OnpeaensieT OCHOBbI CETEBOMN MONMUTUKA U
NHGOPMAaLMOHHON KOMMbIOTEPHON Ge30NacHOCTU, NOPSAOK AOCTyNa v npasuna paboTsbl
nonb3oBaTerniein NepcoHarnbHbIX KOMMbIOTEPOB C PECypcamMm fIoKanbHON ceTh u

rno6anbHomn komnbloTepHol ceTn MHTepHeT B belautohelp.by (nanee — opraHusauus).
HacTtoswasn Monutuka paspabotaHa B COOTBETCTBMM CO CreAyoLLMMN HOPMaTUBHbBIMU
NpaBOBbIMU U UHBIMW aKTaMW:

3akoHom Pecnybnukun benapyck ot 10 Hos6pst 2008 r. No 455-3 «O6 nHpopmaumn,
MHpopmMaTn3aymm 1 3awmTte nHpopmayumy;

3akoHom Pecnybnuku benapyck ot 7 mas 2021 r. No 99-3 «O 3awmte nepcoHanbHbIX
AaHHbBIX»;

NpUKasoM ornepaTmMBHO-aHanMTMYecKoro LeHTpa npu MNpesngeHte Pecnybnnku
Benapyck ot 20 despans 2020 r. No 66 «O mepax no peanusaunmn Ykasa lNpesngeHTa
Pecnybnukn Benapycb oT 9 gekabpa 2019 r. No 449y;

NpUKasoM ornepaTmMBHO-aHanMTMYeCcKoro LeHTpa npu MNpesngeHte Pecnybnuku
Benapycbk ot 12 HosA6pst 2021 r. No 195 «O TexHunyeckomr u Kpuntorpaduryeckom
3auTe nepcoHanbHbIX AaHHbBIX».

FMABA 1 OBLUUE NMOJIOXEHUA

1.1. Cnctema nHpopmMaumoHHON 6e30MNacHOCTM Kak OpraHM3oBaHHasi COBOKYMNHOCTb
crneumanbHbIX CPeACTB, MePONPUATUI, NpegHa3HavYeHa ANs:

NPOrHO3MPOBaHUSA, CBOEBPEMEHHOIO BbISIBIIEHNSA N YCTPAHEHUS yrpo3
npoeccrmoHarnbHO 3Ha4YMMbIM pecypcamM 1 MHPOPMaLMOHHLIM CUCTEMaM OpraHM3aumm
Ha OCHOBE MPaBOBbIX, OPraHM3aLMOHHbIX U UHXEHEPHO- TEXHUYECKMX Mep, a TaKkke
cpeacTB obecneveHns 3alnTbl;

MUHUMM3aUMK yuepba n onepaTMBHOrO BOCCTAHOBMEHMS NPOrPaMMHbIX U annapaTHbIX
CpPeAcTB, MHpopMaLmn, NoCTpadaBLUMX B pe3yribTaTe KPU3UCHBIX CUTyauun,
BbISIBfIEHME NPUYMH BO3HUKHOBEHWNSA TaKUX CUTYaL M U NPUHATME COOTBETCTBYHOLLMX
Mep No UxX NPeaoTBPAaLLEHWIO;

naeHTUUKaLumn n pernameHTaLmm Joctyna K ceTeBbIM pecypcam, B TOM YuCrie K
pecypcam rnobanbHON KOMMbLITEPHOM CeTU VIHTEPHET;

npefoTBpaLLeHnss KPUTUYECKUX NoCrneacTBMIA HECaHKLMOHMPOBAHHOIO
pacrnpoCTpaHeHUs, YHUHTOXEHUS, UCKaXXEHUS, KOMMPOBAHUA OaHHbIX;

cbopa, xpaHeHns1 1 aHanu3a AaHHbIX 06 MCMOMb30BaHNN CETEBBLIX PECYPCOB U



CepBUCOB, NpPeoCTaBIEHNs] COOTBETCTBYHOLLEN CTAaTUCTUYECKON MHADOPMaLINW.

1.2. KOHTpOrnb 3a UCNOSTHEHNEM MepOonpUATAA NO MHGOPMaLUMOHHON 6e30NacHOCTM B
opraHvMsaummn ocyLecTBnseT AUpeKTop.

1.3. CoTpyaHMKN opraHmM3aumm HeCyT NIMYHYI0 OTBETCTBEHHOCTb 3a cobrnitogeHme
npaswn MHpopMaumnoHHOM 6e30nacHOCTH, onpeaensieMbiX HaCTOSALLMM MOMOXEHNEM.
OTBeTCTBEHHOCTbL 3a 0becneyeHne BbINONHEHNA HacTosLwen MONUTUKN B CTPYKTYPHbIX
nogpasgenieHnsix Bo3naraeTca Ha pykoBoguTenen aTux nogpasgenieHun.

MABA 2

OPIrAHU3ALUA CUCTEMbl UH®POPMALIMOHHOWU BE3OMNACHOCTMU

2.1.B nokarnbHON CeTn opraHn3aumm co3faHbl criegyroume Hen3onMpoBaHHbIe
CEerMeHTbl:

CErMeHT foKanbHOW ceTu B npegenax kabMHeToB COTPYOHUKOB ynpaBneHus
OyxranTepckoro yyeta n (pHaHCOB, HE MMELLUUIN NOAKIOYEHUIN K OTKPBbITOMY KaHany
nepegayun gaHHbIX;

CErMeHT foKanbHOW ceTu B npeaenax paboymnx MecT COTpyAHUKOB AS11 oOMeHa
HeobxoaUMbIMM OaHHBIMU NPU BbIMONIHEHMM CBOMX OOIMKHOCTHbLIX 0683aHHOCTEN,
NOOKITOYEHHBIV K OTKPLITOMY KaHany nepefayun gaHHbIX.

NHdopmMaLMOHHbIE MOTOKM CErMEHTOB NOKanbHOW CETU, UMEOLLIME NOOKITIYEHNE K
OTKPbITbIM KaHanam nepefadun gaHHbIX, PErynupytoTca cepBepHbIM NPOrpaMmMHbIM
obecnevyeHmnem.

2.2. B coOTBETCTBMM C NPUKaA3OM MO OpraHn3auumn CocTaBrieHbl aKTbl OTHECEHUS
MH(OPMALMNOHHBIX CUCTEM K KIaccy TMNOBbIX MHPOPMALMOHHBLIX CUCTEM:

2.2.1. Knacc 4-uH (MHOpMaLUMOHHbIE CUCTEMBI, B KOTOPbLIX O6pabaTbiBatoTcs
nepcoHarbHble aHHbIe, 3a UCKINIDYEHUEM CrnelnarbHbIX NepCOHanbHbIX AaHHbIX, U
KOTOpble HE UMEIOT NOAKIMIYEHUI K OTKPbITLIM KaHanam nepegaymn gaHHbix) — Cucrema
COMPOBOXAEHUSA OEATENBHOCTN OpraHmU3aLmm:

-nporpammHoe obecneyveHne «MC: 1C 8 byxrantepus»;

2.2.2. Knacc 5-4acTtH (MHgbopMaLUNOHHbIEe Ba3bl, HEroCyaAapCTBEHHbIE
WHOPMAaLMNOHHbLIE CUCTEMBI, B KOTOPbLIX O6pabaThiBaeTcst 06LLef0CTyNHas
MHopMauus (B TOM Yncne obLeaoCTynHble NepCoHarbHbIE JaHHbIE) U KOTOPbIEe
NOAKNoYEHbl K OTKPbITLIM KaHanam nepegadv AaHHbIX:

ocduumanbHbii canT belautohelp.by;

2.3. OpraHusaums n obecneyeHne apPeKTMBHOCTU PYHKLMOHNUPOBAHNSA CUCTEMBI
MHdOpPMaLUMOHHOM 6e30MacHOCTM B OpraHmn3auum Bo3naraoTcs Ha gupektopa. OyHKLum
onepaTMBHOIO YNpaBfieHNs TEXHNYECKMMU pecypcaMn CUCTEMbI 3aLnTbl MHopMaumm
BO3naralTcsa Ha AUpeKTopa.

2.5. YNONHOMOYEHHbIN COTPYAHMK MMEET NpaBo MO COrflacoBaHuo C AUPEKTOPOM
NpOBOANTb CrieumanbHble TEXHUYECKMEe MEPONPUATUS ANS BbIBNEHUS NOMbITOK
noBspexaeHns obopyaoBaHus, B3floMa NporpammMHoOro obecneyeHns u
HeCaHKLNOHNPOBAHHOIo AOCTYNa K pecypcam fiokasnbHOW ceTn unu rrnobanbHon
KOMMbOTEPHOM ceTn MIHTEpHeT.

2.6. YNONHOMOYEHHbIN COTPYAHUK 06A3aH:

3HaTb M NPaBUSIbHO NCMNONb30BaTb CEpPBEPHOE NporpammHoe obecneyveHne, annapaTHo-
nporpaMmHble CpeaCcTBa 3alnTbl MHGOpMaL MM 1 obecneynBaTb COXPaHHOCTb
MHJOPMAaLMNOHHbIX PECYPCOB C MOMOLLLIO 3TUX CPEACTB;

obecneunBaTtb 6ecnepeboriHyto paboTy OCHOBHbLIX CETEBLIX CEPBUCOB, MPOU3BOANTL
HeobXxoaMMble HAaCTPOMKN N KOPPEKTUPOBKM CEPBEPHOIO NPOrPaMMHOro obecneyeHuns;
OCYLLECTBNATb perynsipHbii MOHUTOPUHT NapaMeTPOB COCTOAHMSA FTIOKaIbHOW CeTw,



obecneunBatb ee 6ecnepebonHoe PyHKLUNMOHUPOBAHUE;

BbIMOSTHATL YCTAHOBKY U perynsipHoe 06HOBNEHME aHTUBMPYCHbIX NPOrpamMM, UHbIX
NporpaMMHbIX CPeACTB, HeobxoauMbIX Ana 6esonacHoro JocTyna K rnobansHon
KOMMblOTEPHOW CeTU NIHTEPHET;

TecTupoBaTb paboune CTaHLUKN NOKANbHOM CETU Ha NpeaMEeT Hann4nst BPeAOHOCHbIX
nporpamm;

OCyLLEeCTBNATbL cOOp M aHanM3 cepBepPHbIX NPOTOKONMPOBAHHbIX AAHHbIX O
BbIMOSTHEHHbIX NOAKMIOYEHUSIX N UCNONBb30BaHNN PECYpPCOB rnobanbHOM KOMMbIOTEPHOM
cetn NHTepHeT, obecneyumBaTb XpaHeHMe COOTBETCTBYHOLLEN CTAaTUCTUYECKON
MHdOpPMaLUKM B TEYEHNE KaneHAapHoro roaa;

KOHCYNbTUPOBATb N OCYLLECTBSATL TEXHUYECKYI0 NOAOEPXKKY Nofib3oBaTenemn no
BOMpOCaM UCMOoNb30BaHMsI CETEBbIX PECYPCOB U CEPBUCOB;

coobLiaTb pyKOBOACTBY O BbISIBNIEHHbIX (bakTax NpPUMEHEHMS NoNb30BaTeNsAMM
NpOrpaMmMHbIX NPOAYKTOB, NMPMBOASALLMNX K CO0sM B paboTe KOMNbOTEPHOIO U/Unu
ceTeBoro obopyaoBaHusi, NpeaHasHauYeHHbIX 4N HECaHKLMOHNUPOBAHHOMO 4OCTYNa,
MoamdurKauumn, paspyLleHns nHpopMaLMOHHbLIX PECYPCOB.

2.7. Ansa kaxxgoro nepcoHarnbHOro KOMMbloTepa B NogpasaeneHnsax opraHmsauum
onpegenseTcs OTBETCTBEHHOE NMLO M3 LUTATHOro COCTaBa COOTBETCTBYHOLLMX
nogpasaeneHuin. Ha Bcex nepcoHanbHbIX KOMMbOTEPAX OpraHM3aunm HacTPOEH TUM
Y4YeTHOM 3anucu ¢ NaporsibHOM 3aLLUNTOW, BKIHOYEHO BeAeHMEe CUCTEMHOIO XypHarna
CcOObITUN.

rNMABA 3

TEXHUWYECKUE MEPONPUATUA NO OBECNEYEHUIO MH®OPMALIMOHHOW
BE3OMNACHOCTHU

3.1.BHewHnn n VPN kaHanbl nepegaym gaHHbIX NpeaocTaBnsaoTCs OpraHM3auum Ha
AOroBOPHOM OCHOBE Yepe3 npoBaniepa, MMeLLEro NMUEH3nn Ha ocyLLEeCTBeHne
COOTBETCTBYHOLLMX BUOOB AEATENBHOCTUN C Y4€TOM BCEX TpeboBaHUN
3aKoHoaaTenbCTBa, B TOM Yncne tpeboBaHnin nHbopmaumoHHon 6esonacHoctn. [ns
ceTeBoro obopyaoBaHus cpasy nocre yCTaHOBKM OCYLLECTBNAETCA CMEHa PEKBU3UTOB
AOCTyna K (PyHKUUAM ynpaBneHnsa n HacTpomkam, YCTaHOBNEHHbBIM MO YMOJSTYaHUIO.
3.2. NepcoHanbHble KOMMbIOTEPLI 3aKPENSIAITCA B NOMELLEHNAX OpraHM3aunmy 3a
onpegerneHHbIMM paboTHUKaMN N NOEHTUMULMPYIOTCA B JIOKanNbHOM CeTu Ha
OCHOBaHUM oMKCnpoBaHHbIX |IP- agpecos.

3.3. geHTudukaumusa nonb3oBaTenemn cetn obecneveHa cpeactsaMmm onepaumoHHbIX
CUCTEM, YCTAHOBIIEHHbIX Ha YCTPOMCTBax nonb3oBaTtenen. AyteHTngpukaums
nonb3oBaTernen obecneynBaeTca MogynsMm aBTopmsanmm MHPOPMaLMOHHbIX CUCTEM,
NCNosib3yeMblX B OpraHn3aunm.

3.4. MNprMeHeHne cneunanmanpoBaHHOro NporpaMMHOro obecneyeHuns gocTyna
nosfib3oBaTenemn nokanbHON ceTn B rnobanbHOM KOMMNbOTEPHON ceTn NHTepHeT
paspeLLaeTcs TONbKO Yepe3 BHYTPEHHUI KOHTPONMPYyEMbIN NPOKCU- cepBep
opraHusauum.

3.5. OnpeneneH MMHMManbHbIN NEPeYeHb Pa3peLLEHHOro NporpaMMHOro obecneveHns
N pernaMmeHTMpoBaH NOPSLAOK ero yCTaHOBKM U MCMONb30BaHUS:

Microsoft Windows;

Microsoft Office;

CncTemMbl aHTUBMPYCHOWN 3aLUMUThI;

nporpammHoe obecnedeHne «AC: 1C 8 byxrantepusay»;

3.6. O6MeH nHdopmaumen mexagy nNonb3oBaTeNAMM fIOKanbHON CETU OCYLLIECTBIISAETCA
nocpeacTBOM CEeTeBbIX ANCKOB C HACTPOEHHbIMW NpaBamMu A0CTyna.

3.7. Joctyn nonb3oBaTtenen k pecypcam rinobanbHom KOMnboTEPHON ceTn HTepHeT
pernameHTUpyeTca NpoKCU-cepBepoM. OTO NO3BONSIET 3a4aBaTbh Heob6XxoaMMble



paspeLLeHmns No CKopocTn, obbemy Tpaduka n BpeMeHn A4OCTyna, ycTaHaBNnMBaTb
3anpeTbl Ha nocelleHne onpeaerieHHbIX pecypcoB.

3.8. Bce ceaHcbl Bbixoaa B rrnobanbHyo KOMMbIOTEPHYIO ceTb VIHTEpHET nKeupyroTcs
B Nlorax npokcu-cepeepa. [Ans aHanunsa n o6paboTkn noroe Ha cepeepe
yCTaHaBNMBaeTCA creumnann3npoBaHHoe nporpammHoe obecneyeHume.

3.9.Ha cepBepax opraHusaumm HacTPOEH aBTOMaTU3NPOBAHHbLINA COOP 1 XpaHeHue
MHgOpMauumM 0 cobbITUAX MHPOpMaLMOHHOM 6e3onacHOCTU B BUAE NpoTOKoNa
CepBEPHbIX JTIOroB, PErnCcCTpUpYoLWLMX obpalleHns K cepeepy 1 BO3HUKatoLWMe Npu 9TOM
ownbku, norn 6a3 gaHHbIX, PUKCUpyoLwmne 3anpockl K 6a3am gaHHbIX, Norv
aBTOpM3aUMnN N ayTeHrKaumn.

3.10. He pexe ogHoro pasa B MecsL, NPOBOAUTCH aHann3 u onepaTuBHas
KOppeKTUpoBKa CMUCKOB pa3peLleHnit Ha AocTtyn K IHTepHeT-pecypcam, NpoBoauTCS
aHanus COCTOSIHMS NOKanbHOW CEeTU, BbIMOMHAITCA NnpodunakTnyeckne paboTobi.

3.11. lNo mepe HeobxoaMmMoCcTK OH6HOBAATCA ONepaLnoHHbIE CUCTEMBI,
KOPPEKTUPYOTCA METOAUKN UCMONb30BaHWUS CEPBEPHOIO, CUCTEMHOIO N aHTUBUPYCHOTO
nporpaMmmHoro obecneyeHus.

rMABA 4

NMPABUNA NH®OPMALMOHHOWU BE3OMNACHOCTH

4.1. PasrpaHnyeHne goctyna COTpyaHUKOB opraHmnsaumm K o6bektam
MHGOPMAaLMOHHOM CEeTU onpeaeneHo AOMKHOCTHBIMU MHCTPYKLUMSMN U OMOSNHUTENBbHO
TEXHUYECKN peannsyeTcs C NOMOLLbIO NporpaMmmMHOro obecneyeHnsi cepBepoB
opraHusauun, nonuTuk IP-agpecauun n y4eTHbIX 3anmcen nonb3oBaTtenen.

4.2. COTpyAHWKM OpraHnsaumm MeKT Npaso:

NoJsib30BaTbCA FIOKanbHbIMU CETEBLIMU pecypcamMn 1 pecypcamm rinobanbHon
KOMMbIOTEPHOM CeTU MIHTEepHET ANS BbINOMIHEHNSA CBOMX OOIMKHOCTHbLIX 06S3aHHOCTEN;
obpaluaTbcsa 3a NOMOLLLIO K YIONTHOMOYEHHOMY COTPYAHMKY NO BOMNpocam,
BO3HMKAOLMM MPU UCMOMb30BaHMM CETEBbLIX PECYPCOB U CEPBUCOB;

BHOCUTb NPeanoXeHus no ynyyeHuo paboTbl ceTu.

4.3.CoTpyaHuKM opraHusaumm obs3aHbi:

cobnogaTb TpeboBaHusa 3akoHogaTenscTBa Pecnybnukmn bBenapycb n HacTosLen
Monutrkn npu paboTe ¢ ceTeBbIMU MH(POPMALIMOHHBIMWU pecypcamu;

NCnonb30BaTb PECYPChI N CEPBUCHI FN0BanNbHOM KOMMNbIOTEPHON ceTn IHTEPHET TONBLKO
ANS BbINOSTHEHUS CIY>KeOHbIX 06A3aHHOCTEN;

B Criy4yae obHapyXeHusi Bpe4OHOCHbIX NPOrpaMm, HeCTaH4apTHOro NoBeAeHS
Nonb30BaTENbCKUX NPUITOXEHUIN, BO3HUKHOBEHMW HELUTaTHbIX CUTyaLumi B paboTe
KOMMbIOTEPHBLIX CUCTEM HEMEANEHHO coobLaTb 06 3TOM B LLEHTP MHAOPMAaLMOHHbIX
TEXHOJTIOTUMN.

4.4. CoTpyaH/kam opraHmsaumm 3anpeLlaeTcs:

NCcNonb30BaTh rnobanbHy KOMMNBIOTEPHYIO ceTb IHTEPHET Ha KoMMNblOTEpax, rae
XpaHuTcs n obpabatbiBaeTcs kKOHMAEHUMaNbHas cnyxebHas nHopmaums;
noakmno4yaThes K rnobanbHON KOMMNbOTEPHOW ceTU NHTEPHET, NCNOMb3yst KOMMbIOTEP
opraHusauun, Yepes Hecny>XebHbI kKaHan AocTyna — MoObunbHOe YCTPONCTBO, MOLEM U
apyrue yCTpOUCTBa;

ponyckaTb K paboTe 3a KOMMNbOTEPOM MOCTOPOHHUX fNLL;

Npwn NOLKMOYEHNN K rNoBanbHOM KOMMNbOTEPHON ceTh VHTEpPHET 06X0aUTb YYETHYIO
CcUCTEeMy, CUCTEMY CTaTUCTUKK, NOBpexXaaTb Unn 4e3nH(popMmMpoBaTh UX;
OCYLLEeCTBNATb MOMbITKU HECAHKLUMOHNPOBAHHOIO JOCTYNa K pecypcam, NpoBOANUTb
ceTeBble aTaku N CeTeBOW B3IIOM UIM y4acTBOBATb B HUX; UCMOMb30BaTb NPOrpaMMHbIe
NpoayKTbl, pecypchbl rnobanbHOM KOMNbIOTEPHON ceTu NIHTepHET, NpegHa3Ha4YeHHble
ANs1 COKPbITUA OENCTBUI NOSb3oBaTenen;



pacnpocTpaHATb B rnobanbHON KOMNbITEPHOW ceTu VIHTEpHET HENPOBEPEHHbIE NN
3aBeIOMO J0XHble JaHHble, MH(POPMaLMIO, YHUXKAIOLLYO YeCTb U OCTOMHCTBO
rpaxaaH, a Takke ceefeHus cnyxebHoro xapaktepa 6e3 paspeLLeHns pykoBoOAUTENS;
yCTaHaBNMBaTb Ha KOMMbIOTEP NpOorpamMmmHoe obecnedeHne, NpMHUMaThb NPeasIoKeHUs
no o6HOBMEHMIO NPOrpaMMHOro obecneyeHns N3 HeNpPoOBEPEHHbLIX PECYPCOB
rnobanbHOn KoMnbioTepHOM ceTn VIHTepHeT 6e3 cornacoBaHns C LLEHTPOM
NHOPMALNOHHbIX TEXHOSTOTUM;

NpwY UCNONb30BaHNN ANEKTPOHHbLIX NMOYTOBbIX ALLMKOB OTKPbIBaTb COOOLLEHUS OT
HenpoBepPEeHHbIX apecaToB, OCYLLECTBNATL PacChbIfiKy crnama.
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